
 

 

AUDIT AND ASSURANCE COMMITTEE 

Meeting date: 14
th

 March 2019   

From: Director of Finance (s151 Officer)   

 

2018/19 QUARTER 3 CORPORATE RISK REPORT  
 
1.0 EXECUTIVE SUMMARY  

 

1.1 The purpose of this report is to provide Members with a progress update on 

the Council’s 2018/19 corporate risks for the third quarter to 31st December 

2018.   

 
1.2 A high level summary of the corporate risks is provided in Appendix 1, 

illustrating risk scores for Quarter 3 versus Quarter 2, end of year target 

scores and the direction of travel. A corporate risk profile is also provided as 

well as a summary of risk changes and key emerging risks at Quarter 3.  

 

1.3 Members are also provided with a detailed register of all individual corporate 

risks in Appendix 2. The reporting format highlights the causal factors of the 

risk, the controls and measures currently in place to manage the risk as well 

as planned improvements to these or the development of new controls.  

 

1.4 Members are also provided with a Risk Management Improvement Plan in 

Appendix 3, providing an overview of current and planned risk management 

improvement activities, including specific projects and training activities. 

 

1.5 The updated corporate risks have been reviewed by Corporate Management 

Team, have been considered at Cabinet Briefing and are presented in this 

paper for Audit & Assurance Committee to provide assurance that the 

Council’s current Risk Management arrangements are both robust and 

effective. 

 

 

 



 

 

2.0 STRATEGIC PLANNING AND EQUALITY IMPLICATIONS 

2.1 The new Council Plan 2018-2022 agree by full Council in February 2018 

sets the context for fresh approaches and new programmes of work for the 

Council to take forward over the coming 4 years. The Council Plan Delivery 

Plan agreed by Cabinet in June 2018 sets out how the Council will contribute 

towards achieving the outcomes of the Council Plan, with the delivery plan 

focused on achieving 3 outcomes: 

i Places in Cumbria are healthy and safe; 

 
ii Places in Cumbria are well-connected and thriving; 

 
iii The Economy in Cumbria is growing and benefits everyone. 

2.2 In context of our New Ways of Working, the Delivery Plan also sets out what 

we aim to do to ensure that we as an organisation are financially sustainable 

for the future and can continue to support communities and deliver the best 

services with the resources available.  

 
2.3 All risks included in the Corporate Risk Register were identified by Extended 

Leadership Team in context of the Council Plan Delivery Plan 2018-2022. 

 
2.4 The Council’s service planning arrangements will define how services will 

contribute to the delivery of Council outcomes together with other statutory 

responsibilities. These arrangements will also include the identified 

operational risks that require to be managed to ensure the delivery of service 

and council outcomes and that have the potential to escalate to the 

Corporate Risk Register. The process for risk escalation will be an area for 

consideration by the Risk Owners Group during this year. 

 

3.0 RECOMMENDATION OF THE DIRECTOR 

3.1 Members are asked to note the content of the Quarter 3 report, and 

agree that it provides sufficient assurance that the current Risk 

Management arrangements are both robust and effective. 

 
3.2 Members are asked to receive a presentation on the corporate risk; 

Care Needs & Continuity of Care.      

 

3.3 Members are asked to confirm the next deep dive review of a Strategic 

Risk for the June 2019 Audit & Assurance Committee to be; Prevention 

of & placement sufficiency for Children Looked after. 



 

 

ADVICE OF DIRECTOR 

 

4.0  QUARTER 3 2018-19 CORPORATE RISK REGISTER  

4.1 Summary of Corporate Risks: There are currently 12 risks on the Quarter 

3 corporate risk register, there are 8 high risks and 4 medium risks; 

The Council’s High Risks at Quarter 3 

1. Prevention of & Placement Sufficiency for Children Looked After  

2. Workforce Capacity 

3. Care needs & continuity of care 

4. Management of Significant Contracts 

5. Deliver a Financially Sustainable Authority   

6. Information Security arrangements 

7. Waste Management Contract 

8. Learning Disability Partnership arrangements 

 
Appendix 2 provides the detailed narrative and position statement of each 
of the 12 risks.  
 
Appendix 3 provides a Risk Management Improvement Plan outlining the 
activities for each improvement area to strengthen and embed improved 
internal controls in those areas of highest risk to the Council. 
 
Summary of changes to Corporate Risks compared with the previous 
Quarter:   
 

4.2 Although all corporate risk scores have remained the same since the last 

Quarter, work is ongoing to improve the internal controls and measures 

being taken to manage the risks.   

 
4.3 No new risks have been added or removed from the risk register.  

 
4.4 No new emerging risks have been identified during the last quarter and the 

notable emerging risk at this time continues to be the potential impact of a 

No-Deal Brexit, further details on this can be found in item 4.6 below.     

 
4.5 Table 1 below, provides a summary of the overall changes to the corporate 

risks and identification and monitoring of key emerging risks.  

Table 1 – Summary of Risk Management Changes at Quarter 3 
 

New Risks  
No new risks have been identified during 
Quarter 3. 

Rescored Risks 
All risk scores during Quarter 3 have 
remained the same. 

Emerging Risks 
The Impact of No-Deal Brexit across all 
Services. 

Closed Risks 
No new risks have been closed or 
removed from the risk register. 



 

 

Horizon Scanning - notable Emerging Risks 2018/19 
 
4.6 The Impact of Brexit and especially no-deal Brexit remains an emerging risk. 

The Risk Owners Group considered the possible escalation of this risk 

however, due to ongoing high levels of uncertainty around whether a deal or 

no-deal will result from current government negotiations with the EU the risk 

remains emerging.    

4.7 The Council has over the last quarter increased its level of preparation for 

the potential consequences of a No-Deal Brexit outcome. The Council has 

been monitoring government guidance around this scenario and has been 

carrying out a proportionate level of risk assessment and planning across 

Council Services including a review of the Council’s Business Continuity 

Plans. The Council has also been linking with partners across the Health and 

Care system and through the Local Resilience Forum (LRF) to understand 

the wider impact of No-Deal and to ensure there is a well-coordinated flow of 

information and service continuity arrangements.   

 
4.8 In December 2018, the Local Enterprise Partnership (LEP) produced a 

comprehensive analysis and report aimed at assessing the potential 

exposure of the Cumbrian Economy to Brexit. The Council continues to liaise 

with the LEP and their work to gather information and intelligence around the 

needs and concerns of the Business Community across Cumbria.  

 
Governance & Reporting  

  
4.9 The Council continues to track Brexit developments through policy scanning 

work, liaison with the LGA and County Council Networks.  

 
4.10 Central Government has launched a website page for local government, 

providing links to No-Deal guidance and other information in one place.  

 
4.11 The Secretary of State for Ministry of Housing, Communities and Local 

Government (MHCLG) announced on 28th January 2019 that they are  

committed to ensuring councils have the support and the funding they need 

to prepare for an exit from the EU and do appropriate contingency planning. 

County Councils will receive £175,000 over two years to fund additional 

planning and capacity.  

 
4.12 The Executive Director for Corporate Community and Customer Services 

facilitates a weekly senior officer Brexit Working Group to assess the likely 

impact of Brexit and to ensure appropriate measures are being taken to 

respond to this scenario.    



 

 

4.13 The Business Continuity Working Group has undertaken specific work to 

review all Council Business Continuity arrangements should they be 

required.    

 
4.14 The Brexit Working Group and the Local Resilience Forum are working 

closely together to ensure that the short and medium term wider impacts of a 

No-deal Brexit are considered and that the Council and Partners are 

prepared for any additional demands from communities that may impact on 

Service Delivery. 

 
4.15 Weekly reporting is now in place to keep Corporate Management Team and 

Central Government informed of the Council’s preparations and of any 

emerging concerns around the delivery of Council Services, and potential 

impacts on the local community and the Cumbrian Economy. Local reporting 

to MHCLG is being coordinated across Council and District Councils as well 

as across relevant Partner Agencies. 

 
Risk assessments and Planning  
 
 

4.16 Risk assessments have been completed across the Council, to ensure all 

potential risks and consequences of a No-Deal Brexit have been identified 

and proportionate actions are being taken to ensure the continuity of Council 

Services. The areas that have been risk assessed include: 

 Cumbria Fire & Rescue 

 Trading Standards & Ports  

 Supply of good & services 

 The Council Workforce 

 Community cohesion & vulnerability  

 ICT & Data Protection 

 Social Care & Equipment Store 

 Fuel  

 Overall community impact – focusing on vulnerability 

 
4.17 Council officers have also attended MHCLG and LGA events and other 

relevant workshops and exercises to increase their awareness of and to test 

arrangements against a No-Deal scenario, ensuring that the Council is well 

informed and prepared for all eventualities.   



 

 

5.0 RISK MANAGEMENT IMPROVEMENT ACTIVITY 

 
5.1 A range of improvement activities have been identified that will underpin the 

delivery of the outcomes stated within the Council Plan Delivery Plan 2018-

2022, will improve the Councils Governance arrangements and will improve 

the management of Strategic & Operational risks. These activities are listed 

in the Risk Management Improvement Plan in Appendix 3 of this report.   

 

5.2 These activities will also specifically address recommendations from Internal 

Audit findings as well as support the ongoing embedding of Risk 

Management arrangements and Amey Lessons Learned actions.    

 

Notable Risk Management Activity in Quarter 3 & 4 

 

5.3 Detailed below are a number of activities that have been undertaken during 

Quarter 3 that will further strengthen the Council’s approach to Governance 

and Risk Management. These are set out below; 

 
Risk Owners Group 

 
5.4 A meeting of the Risk Owners Group took place in November 2018 with a 

focus on improvements to the risk management approach. The group met to 

specifically discuss and agree a proportionate approach to developing an 

Organisational Risk Appetite Statement. This improvement work will be 

progressed during Quarter 4.   

 

5.5 A further meeting of the Risk Owners Group took place on 8th February 2019 

to review and challenge the content and risk scores presented in the Quarter 

3 risk report and risk register. There is good evidence of ongoing 

improvements in risk controls, measures and assurances as noted and 

evidenced in Appendix 2. There is increased confidence in the Councils data 

security systems as the Council received 2nd highest LGA cyber-security 

rating of ‘Green / Amber’ in Oct 18’ and there is also increased confidence in 

the management of significant contracts. Additionally, there is considerable 

preparatory work currently ongoing in relation to the HMICFRS inspection 

and to the potentially challenging No-Deal Brexit scenario by the end of 

Quarter 4.   

 
5.6 During Quarter 4, the Risk Owners Group will be reviewing the ongoing 

adequacy of the current Corporate Risks for 2019/20 and will be presenting 

a refreshed register as part of the Quarter 4 Risk Report.   



 

 

HMICFRS inspection preparation  
 
5.7 Cumbria Fire & Rescue Service (CFRS) continues to prepare for the 

forthcoming inspection by Her Majesty’s Inspectorate of Constabulary and 

Fire & Rescue Services (HMICFRS).  

 
5.8 CFRS is part of the Tranche 3, of the inspection schedule however the 

Inspection dates have yet to be confirmed. 

 
5.9 The inspection is in place to answer the following 3 principal questions: 

i How effective is the fire and rescue service at keeping people safe and 

secure from fire and other risks?               

 
ii How efficient is the fire and rescue service at keeping people safe and 

secure from fire and other risks?                

 
iii How well does the fire and rescue service look after its people?          

        
5.10 An HMICFRS Working Group is in place and continues to support inspection 

preparation.   

 

5.11 CFRS continues to engage with local, regional and national services 

preparing for the HMICFRS and has undertaken its own self-assessment 

that allows the service to evaluate its current position against the evidence 

required by HMICFRS. The results of the self-assessment and strategic 

briefing are currently being finalised.    

 
5.12 Ahead of the inspection, HMICFRS has requested Document and Data 

returns from CFRS by 28th February 2019. 

  

5.13 Inspection reports from those Fire & Rescue Services inspected as part of 

Tranche 1 have been reviewed and a benchmarking exercise has been 

undertaken.  

 
5.14 A communication and engagement plan for staff and other stakeholders is 

now in place. 

 
 
 
 



 

 

Amey Lessons Learned – Next Steps 
 
5.15 As part of the ongoing embedding of the Amey Lesson Learned action plan, 

a number of actions have and are taking place during Quarter 3 and Quarter 

4: 

 
5.16 A Good Practice Contract Management Framework Workbook has been 

developed as a corporate resource to provide guidance for managing a 

broad range of contracts. It is particularly relevant for contracts where 

services are delivered over a longer period of time and we need to ensure 

that service levels and value for money are maintained over the duration of 

the contract however, the principles can be applied to all other types of 

contracts. This workbook will be provided as a Council on-line workbook and 

provides reference to various historical contract management reviews 

undertaken by central government over the past several years as well as the 

Council’s own experience and lessons learnt in relation to various historic 

contracts.  

 
5.17 This Good Practice Contract Management Framework document and other 

guidance have been made available through the new Corporate Governance 

webpages on In-Touch. 

 
5.18 During Quarter 4, a series of self-assessment reviews will take place with the 

significant contract owners to assess and provide assurance and evidence 

that Amey Lessons Learned actions and Zurich Municipal recommendations 

have been adequately embedding. 

 
5.19 The outcome of the self-assessment reviews will be reported to CMT by the 

end of March and will provide; 

 
i The assurance status of how well Amey lessons and ZM 

recommendations have been embedded; 

ii Provide proposals on how assurances around the ongoing quality of 

practise will be maintained in the future;  

iii Provide proposals on future reporting of these assurances. 

  
5.20 Additional Internal Audit work will also be carried out during February & 

March to provide support and independent assurance that progress against 

the recommendations agreed in the Amey Lessons Learnt action plan is 

consistent with reported progress. This assurance will support the Council’s 



 

 

response to the external audit of contract management which will inform the 

annual value for money conclusion that the External Auditor will give. 

 
Anti-Fraud Policy Review and Fraud Risk Assessment 

 
5.21 A review of the Council’s Governance Framework has been under review 

and led by the Chief Legal Officer and conducted by the Senior Lawyer for 

Governance. 

 
5.22 As part of this review, the Anti-Fraud, Bribery & Corruption Policy has been 

refreshed and approved during Quarter 3 and is now live on the Council’s 

intranet.   

 
5.23 Work has continued to raise awareness of and to identify the main Fraud 

Risks with Service areas leads across the Council 

 
5.24 Further activity will take place during Quarter 4 to provide Fraud risk 

assessment training enabling Service Leads to identify their Fraud controls 

and to manage their risks going forward.  

OPTIONS  

 
6.0 Options - There are 3 options for Members to consider: 

 
6.1 Option 1 - Members agree that the content of the report and the appendices 

provides sufficient assurance that the current Risk Management 

arrangements are both robust and effective. 

 
6.2 Option 2 - Members agree that the content of the report and the appendices 

does not provide sufficient assurance that the current Risk Management 

arrangements are both robust and effective. 

 

 

6.3 Option 3 - Members identify any additional new or emerging risks or 

opportunities to be considered.  

7.0 CONCLUSION 

7.1 All Corporate Risks for Quarter 3 up to 31st December 2018 have been 

reviewed, updated and approved by Corporate Management Team and 

Cabinet Briefing.   



 

 

7.2 The current risk register contains 12 high or medium rated risks and work 

continues to either manage or mitigate those risks to meet the 2018/19 

target rating.  

 
Julie Crellin, Director of Finance (s151 Officer)   
 
Date: 5th March 2019 
 
Appendices 
 
Appendix 1 Corporate Risk Summary Profile      Q3 2018/19 
Appendix 2 Corporate Risk Register     Q3 2018/19  
Appendix 3  Risk Management Improvement Plan   Q3 2018/19  
 
Electoral Division(s): * 

*  Please remove whichever option is not applicable 
 

Executive Decision  No* 

 

Key Decision * No 

 

If a Key Decision, is the proposal published in the current Forward Plan?   N/A 

 

Is the decision exempt from call-in on grounds of urgency?  No* 

 

If exempt from call-in, has the agreement of the Chair of the relevant 
Overview and Scrutiny Committee been sought or obtained? 

  N/A* 

   

 

Has this matter been considered by Overview and Scrutiny? 
If so, give details below. 

 No* 

  

 

Has an environmental or sustainability impact assessment been 
undertaken? 

  N/A* 

   

 

Has an equality impact assessment been undertaken?  No*  

   
 

N.B. If an executive decision is made, then a decision cannot be implemented until the 
expiry of the eighth working day after the date of the meeting – unless the decision is 
urgent and exempt from call-in and the Corporate Director has obtained the 
necessary approvals. 

 
PREVIOUS RELEVANT COUNCIL OR EXECUTIVE DECISIONS 
No previous relevant decisions. 
 
CONSIDERATION BY OVERVIEW AND SCRUTINY 
Not considered by Overview and Scrutiny. 
 
BACKGROUND PAPERS 
No background papers 
 
RESPONSIBLE CABINET MEMBER 
Councillor Stewart Young, Leader of the Council. 
 



 

 

REPORT AUTHOR 
Contact: Helen Kirk, Senior Risk Officer  
Finance Team    
Helen.kirk@cumbria.gov.uk 
 
Democratic Services:  Nicola Harrison – nicola.harrison@cumbria.gov.uk 
 

 
 


